Datasheet

Vulnerability Assessment
Security teams must have the ability to
pinpoint high risk security vulnerabilities
mapped to business requirements, with a
quick path to remediation.
While it is impossible to address all vulnerabilities,
security teams must pinpoint which pose the
highest risk to their organizations. Industry
recognized cyber security frameworks such as
NIST CSF and CIS Controls specifically call out
Vulnerability Management in order to remediate
and minimize the window of opportunity for
attackers.

Overview
The Logicalis Vulnerability Assessment service
is designed to provide a proactive way to
review and remediate vulnerabilities in your
environment. The assessment reviews correlated
external threat indicators against your internal
vulnerabilities and IT asset data. This powerful data
set layers real time threat information on top of
vulnerability detections, and delivers actionable
recommendations, allowing you to eliminate the
most serious threats in your IT environment.
Deliverable
• Full vulnerability scan report
• Top 5 threats with remediation
recommendations and costs
• Roadmap on other critical areas to address
• Business Impact Analysis Workshop

Benefits
x

Vulnerability without costly tool purchases
– Eliminates the need to invest in tools to
perform regular reviews of your vulnerabilities

x

Access to security experts – Logicalis certified
security experts available to you to interpret
vulnerability results

x

Proactive reviews – ability to schedule a scan
and assessment based on your business
requirements

x

Patching efficiency - Saves you time
and helps you make the best use of your
remediation resources

x

Roadmap viewpoint – get a roadmap that will
strengthen your security posture for the future

How It Works
Kick Off Meeting: During the kickoff meeting, we
will meet with you to define your requirements
and areas of focus based on your business
priorities. We will follow a documented Q & A
process that will help us pinpoint what is most
important to you and the areas that could have
the greatest risk or threat impact. We will also
make sure we identify all the stakeholders that
need to be engaged during the assessment
process.
Tool Implementation and Scan: Our certified
security experts will install the scanning tool to
gather data. This process will take 5-7 days and
will generate a thorough review of your defined
environment.
Post Assessment Workshop: After all the data
is collected, we will schedule a 1-hour workshop
with all stakeholders to review what information
was discovered, including top vulnerabilities. We
will then validate or redefine the focused business
risk areas outlined in the kickoff meetings that
will allow us to prepare the remediation and
roadmap recommendation.
Next Steps and Business Impact Analysis
Workshop: This 2-hour workshop the Logicalis
security engineer, alongside your primary
stakeholder, will perform a readout of our
findings. Together we will discuss the results of
the assessment and assist you in prioritizing the
remediation of those vulnerabilities which would
be likely to deliver the greatest improvement on
your security posture. The goal of this workshop
is to provide you and your teams with a roadmap
to build a sustainable vulnerability management
program and to help you reduce your attack
surface using industry recognized security
hygiene practices. Additionally, our certified
Solution Architects will offer recommendations
for solutions and use cases tailored to your unique
business challenges.

What we can do for your
organization?
Contact Logicalis to learn
how we can help.
Visit
www.us.logicalis.com
Call
866 456 4422

Why Logicalis
Logicalis takes a comprehensive
approach to security. Our security
policy begins with the idea that security
must enable “yes,” not facilitate “no.”
We leverage proven, industry-standard
cybersecurity frameworks that will
allow you to look at security from both
a risk-centric perspective and a threatcentric perspective. Leveraging your
existing investments, we take a holistic
architectural approach to security
infrastructure that will put you in the
best position to protect your business.

